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Abstract: This research presents the construction of a symmetric encryption algorithm for images 

of 512 × 512 pixels, in color and grayscale without loss of information and without compression, 

in BMP format. This algorithm consists of 15 rounds with S-box swapping, permutations, X-OR 

operations, and image size keys. The logistic map operation was used for the generation of S-boxes 

and to build a schedule of keys of the size of the image, the equations of E. Lorenz, transcendental 

numbers and the elliptic curve were used. To measure the strength of the encrypted result, the 

entropy of the information and the goodness test 𝜒∧ 2 were used, obtaining favorable results and 

close to similar algorithms.  

 

Keywords:  Image Encryption; Chaos; Elliptic Curve, SPN. 

 

1.  Introduction 

This work presents an information protection algorithm through the use of data 

encryption, especially 512 × 512 pixel images without loss and without compression for 

the following reasons: NOM-151 determines how digital documents should be processed 

and preserved [1] since there are images with sensitive content such as in the areas of 

medicine, military, finance, etc. Although research highlights the use and management of 

the JPG format due to its common use, due to its format characteristics there is data loss 

[2], adding that there are algorithms that compress data [3]. Under the first reason, this 

development focuses on encrypting images in BMP format and without data compression, 

this will allow to protect the mentioned objects, as mentioned in the following 

developments: [4–6]. This algorithm is symmetric of the Substitution Permutation 

Network (SPN) type which consists of 15 rounds, substitution boxes (S-box) and a 

dynamic key schedule and will be called SecCaos-Image for the following reasons: 

1- Although there is a mathematical basis for the SPN proposal, it can be adapted with 

various      innovations such as the use of certain tools in the development and construction 

of its S boxes, key schedule and even permutations. 

2- SecCaos-Image uses the logistic map equation for the construction of its S-boxes and 

part of SPN for its constitution. In the case of [7], SPN is proposed and the logistic map 

equation is used for the construction of the boxes and the key schedule. For the S-box, there 

are some other cases where the chaotic map is applied [8]. 

3- For this development, the E. Lorenz equations are used in this improvement of the 

key schedule of the image size and in conjunction with transcendental numbers such as ℮ 

and the elliptic curve. In some other important works these tools were applied in a close 

manner or to develop some other module of their algorithm [9–11]. 

4- To verify the resistance of the encrypted products, information entropy analysis was 

applied to the keys and images, image correlation, chi-square 𝜒2, as well as an analysis of 

the S-boxes. 
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It is proposed that SecCaos-Image be symmetric based on rounds, with the ability to bet on uncertainty, since, as is 

known, the asymmetric RSA algorithm has the vulnerability that through the calculation of a prime number by means of 

the short algorithm applied in a post-quantum analysis, it is possible to compute efficiently [12], otherwise, until now, 

symmetric encryption algorithms still show resistance to this type of calculations. 

2.  General Considerations 

2.1 SPN network  

A SPN algorithm is a network that consists of dividing a clear text message into blocks of bits of equal size (2𝑛); in 

this case it will consist of 15 rounds to carry out the substitutions and permutations in each block. In each round r, a key 

k from the set of keys K and an expansion function E are used. The list of operations of 𝐸k(𝐾) will be equal to 𝐾1, … 
𝐾𝑛𝑟+1 which will result in a public algorithm [13]. 

For this case, two permutations are proposed: a different S-box substitution box for each encryption process called 𝜋𝑠; 

𝜋𝑝, which permutes the bit positions of each block, where l and m are positive integers, as shown in Eq. (1). 

𝜋s: {0,1}𝑙→{0,1}𝑙      (1) 

𝜋p :{1,…,𝑙𝑚}→{1,…,𝑙𝑚} 

 

Thus, the plaintext of Eq. (2), has length lm, and x is interpreted as a concatenation of m bit strings, each string 

containing l bits. 

                                                           𝑥 = (𝑥1, … , 𝑥𝑙𝑚)                                         (2) 

Eq. (3), represents  𝑥(𝑖):     

                                                               𝑥(𝑖)=𝑥(𝑖−1)𝑙+1,…,𝑥𝑖𝑙)                                           (3) 

 

 

2.2. Chaos 

Chaos is applied in this algorithm to develop chaos in the S-boxes and in the keys; in the first case, the logistic map 

equation defined in Eq. (4) is used [14]:                 

𝑥𝑛+1= 𝑟×𝑥𝑛(1−𝑥𝑛)      (4) 

                                  

Where r it has the value of 3.8817182818…, and it is applied with a length of more than 300 decimal places. The range 

of the variable x is 0 < 𝑥 < 1. This satisfies that 𝑥𝑛 is deterministic, in turn, any change to or 𝑥0. In short, 𝑥𝑛 cannot be 

predicted without prior calculations.On the other hand, E. Lorenz differential equations are applied to build the set of 

keys of the key size in pixels. This system of equations is shown in Eq. (5) [14]: 

 

 

                                                       

 

                              (5) 

 

The values of the parameters 𝜎, 𝑟 𝑦 𝑏, determine the chaotic behavior. SecCaos-Image uses the following values shown 

in Eq (6):                          

 

 

 

 

(6) 

   

This system of equations was solved by taking its angles in radians to apply the number 𝑒. To solve Eq (6), 𝑒 is raised 

to a natural power; finally, the points to be generated from the elliptic curve are applied to obtain a result to the final 

equation of this system. 
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2.3 Entropy 

 

Information entropy is a measure applied to measure the quality of encryption and is calculated according to Eq. (7) 

[14–16]: 

                     𝐻(𝑥)=−∑𝑥𝗌𝑋𝑃(𝑥)𝑙𝑜𝑔2𝑃(𝑥)                                             (7) 

 

The image is treated as a matrix, where the pixels are extracted in RGB color format (red, green and blue); each color 

will be a Byte, ∴ , there are 2𝑛 color values. Due to the nature of the digital image, n=8 with 256 values in total. If the 

probability of occurrence of all events is 1, the maximum entropy value is 8. In practice, an entropy close to 8 is sought 

if the distribution of bits is uniform, however, it may mean that they are not random, so it is proposed to support it with 

more measurement instruments. 

 

2.4 Correlation 

 

Statistical measurement that is carried out between two random bits. It is used to measure the relationship index 

between these variables. This analysis is carried out in 3 directions: horizontal, vertical and diagonal. A pixel (RGB) is 

taken randomly between the values of 0 and 255. The representation of these is as follows: 𝑌𝑟 for red; 𝑌𝑣 for green; 𝑌𝑎 

for blue. The pixel adjacent to the newly selected one is obtained and compared in the three directions mentioned. These 

values are represented as: 𝑍𝑟, 𝑍𝑣 and 𝑍𝑎 for red,green and blue respectively. Eq. (8) [15] represents the correlation: 

 

 

 

(8) 

2.5 Goodness-of-fit test 

  

The chi-square goodness-of-fit test 𝜒2 is a study that determines whether two or more elements are normal. This test 

shows whether the values of the color intensities (RGB) have a uniform distribution. If so, the distribution is random. In 

this case, the 𝜒2 < 308 must be fulfilled for the encrypted product to be random. Eq.(9) shows the 𝜒2 where 𝑂𝑖 is the 

observed value; 𝑒𝑥𝑝𝑖 is the expected quantity [15], [16]. 

 

 
 

   (9) 

 

3. Encryption Elements 

 

3.1. Permutation algorithm 

The use of the permutation generation algorithm used in Ref [17] is used. It starts from a non-negative integer 𝑚 ≥ 2 

with the following sets 𝑁𝑚 ={𝑛𝜀𝑁}|0 ≤ 𝑛 ≤ 𝑚! −1 and Π𝑚={𝜋}. It is noted that 𝜋 is a permutation of the array 0,1,…,m-

1. As explained in the previous reference, the Euclidean division algorithm is applied, given that 𝑛 𝜀 𝑁, to obtain Eq.(10): 

𝑛= 𝐶0(𝑚 − 1)! + 𝐶1(𝑚 − 2)! + ⋯ + 𝐶𝑚−2(1)! + 𝐶𝑚−1(0)!                           (10) 

Based on m, (𝑚 − 1)!, (𝑚 − 2)!, … ,1! ,0! are fixed. 

An example of the permutation when m=8 is shown, 𝑁8 = {𝑛 𝜀 𝑁}| 0 ≤ 𝑛 ≤ 8! − 1, and the permutation Π𝑚 = {𝜋|𝜋 𝑒𝑠 

𝑢𝑛𝑎 𝑝𝑒𝑟𝑚𝑢𝑡𝑎𝑐𝑖𝑛 𝑑𝑒𝑙 𝑎𝑟𝑟𝑒𝑔𝑙𝑜 0,1, … ,7}. 𝑛 will be 21699, then Eq. (11) is expressed 

 

21699=4(7!)+2(6!)+0(5!)+4(4!) +0(3!)+1(2!)+1(1!)+0(0!)                  (11) 

 

 It is obtained that 𝐶0=4;𝐶1=2;𝐶2=0;𝐶3=4;𝐶4=0;𝐶5=1;𝐶6=1and𝐶7=0, so n=42075163. This is represented in Table 1. 
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Table 1. Permutation table 

 
 

3.2. Building an S-box 

We start from Eq. (4) with values for 𝑟= 3.88171…, with a length of 313 digits. The procedure is as follows: 

- 𝑥0 is the random starting value with values between 0 < 𝑥0 < 1. 

- We iterate until n=10000, where n < 1. This number gives a set of decimals that do not follow a pattern. For each 

iteration, one thousand numbers are taken in hexadecimal format. 

- We calculate the constants of Eq. (10), where 𝐶𝑖= 𝑏𝑖, where 𝑏𝑖 is the value associated with a block (byte) after the 

decimal point. 

- We apply the following algorithm: 

Algorithm 1. Generating Permutations 

 

Input : Image size h 

Apply X[0]= 0.. . X[h−1]= h−1 

For  i←0  to  h−1 do 

if  i=h−1 then 

Y[i]=X[Ci] 

end 

else if Ci=h−1− i then 

Y[i]=X[Ci] 

end 

else Y[i] = X[Ci] 

           X[Ci]=X[h−1−i] 

      end              end 

 end 

output  Y[i] 

 

3.3. Encryption Procedure 

Figure (1) shows the encryption process that involves breaking down an image into a matrix, where the pixels in RGB 

format are taken to form the plain text (PT); with the size of the image, the permutation is built by calculating each 

constant  

𝐶𝑖 randomly using the number 𝜋 of the decimal point on the right; An operation ⊕ is applied with the key 𝑘𝑖+1, fulfilling 

the following premises:   

1- K is a 512-bit string associated with the positive integer l. The product 𝑙×𝜋 is performed, from which a 24-bit block 

is selected, with the argument that the images used in this experiment do not exceed a resolution of 224.  

2- By calculating the constants of the permutation C; it is established that 𝐶𝑗 = 𝑎𝑗 𝑚𝑜𝑑 ℎ −𝑗, where h is the size of the 

image in pixels. 

3- Based on the previous algorithm, 𝜋ℎ is associated 

4- From the key schedule 𝐾 of length h, 14 keys 𝑘𝑖 are selected randomly 𝑙×𝜋, starting from the decimal point on the 

right; A block of bits of the image size 𝐷0 is taken and an xor operation is performed on the key 𝑘𝑖. 

5- The calculated S-box is applied up to round 𝑅13. 

6- The previous result uses an inverse permutation 𝜋ℎ −1to the string R. 
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7- Finally, the substitution is performed one-sidedly to 𝑘14. 

To illustrate this point, an 8x8 S-box was randomly generated in hexadecimal format, which is shown in Table 2. It is 

worth mentioning that in each encryption-decryption process, a different S-box is created and integrated, therefore, the 

characteristics of these will vary and will present different virtues. 

 
 

Figure 1. Encryption Process. 

 

Table 2. S-box generated in hexadecimal format. 

HX 

106 15 117 43 99 203 176 65 94 63 217 18 174 82 170 90 

24 164 139 128 101 166 75 13 76 152 119 22 77 215 11 111 

155 93 135 31 184 84 132 208 123 29 116 1 23 192 206 202 

175 46 87 222 252 12 186 52 157 156 19 127 190 7 160 150 

27 137 219 173 209 42 246 197 98 180 134 83 48 231 61 141 

232 198 207 236 142 162 47 122 64 149 144 9 79 131 96 58 

194 54 50 55 253 239 124 244 130 171 102 220 33 229 200 181 

8 177 126 109 189 248 70 60 227 107 179 32 237 168 214 249 

59 66 213 36 72 210 118 243 71 26 147 3 161 0 228 120 

196 153 95 185 103 145 143 53 230 183 20 4 129 73 167 86 

138 245 205 38 195 187 28 216 238 25 233 148 226 225 218 49 

39 113 35 234 133 211 158 178 193 115 5 78 92 51 44 110 

165 91 56 191 69 114 45 125 224 21 254 199 212 104 85 242 

108 240 154 37 97 255 159 34 57 68 2 17 146 201 241 88 

112 140 151 89 74 204 221 182 41 223 40 121 172 16 247 81 

169 62 14 163 67 10 188 250 30 105 136 6 251 100 80 235 
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Table 3. S-box characteristics for an encryption-decryption process 

Balance 0 

Non linearity 94 

Absolute indicator 96 

Sum of square indicator 259840 

Core lation immunity 0 

Algebraic degree 7 

Transparencyorder 7.812 

Propagation characteristic 0 

Number of opposite fixed points 1 

Composite algebraic immunity 4 

Robustness to differential 

cryptanalysis 

0.961 

Delta uniformity 10 

SNR(DPA)(F) 9.867 

Confusion coefficient variance 0.102003 

 

Table 3 shows an S-box generated in an encryption-decryption process. Although there are works where a high non-

linearity in the S-boxes is highlighted, such as Ref [18], where it is shown that the strength of some encryption algorithms 

is centered on the construction of a high non-linearity S-box which on average gives a value of 115.75, SecCaos-Image 

bets that, in each execution, a different S-box is built and integrated into the process, in this way, an element of uncertainty 

will be added to the face of a possible attack on the encryption process. In the same sense, generating and building a high 

non-linearity S-box may require considerable time and resources, as shown in Table 10 of the previous reference. 

 

3.4. Images used 

The images proposed for this research are in the public domain and are visualized in Figure (20). They are well-known 

objects for image processing in BMP format of 512 × 512 pixels based on the literature attached to this work. 

 

 
a) Lena 

 
b) Barbara 

 

 c) Jet  

 

d) Peppers 

Figure 2. Images to be examined. 

4. Analysis of Results 

4.1. Encrypted Images 

Below are the images encrypted with SecCaos-Image. As shown in Figure (3), Figure (4), Figure (5) and Figure (6), 

the encryption process took place, where at first glance no pattern related to the content of the original image can be 

distinguished. 
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Figure 3. Image of encrypted Lena sincifrary 

 

Figure 4. Image of Barbara unencrypted and encrypted 

 

 

Figure 5. Image of unencrypted and encrypted Jets 

 

Figure 6. Unencrypted and encrypted Peppers image 

 

 

4.2. Entropy analysis 

As an object of study of this research, an analysis was performed on the set of keys 𝐾ℎ by applying the Entropy of 

information. Table 4 shows the average entropy of the 14 keys in each of the images. Although most research focuses its 

studies on the entropy of encrypted products, it is considered important for this development to analyze the entropy of 

the keys, since they are the strength of a symmetric encryption system. 

 

Table 4. Entropy of the keys 

Imagen Entropy increase 

Lena 7.99977 

Barbara 7.99985 

Jet 7.99977 

Peppers 7.99976 

 

Table (5) below shows the entropy of the encrypted objects in order to show a comparison with the literature presented. 

Although the results presented may be very close, SecCaos-Image has an entropy of 7.999 in most of its results, compared 

to the rest that mostly have an entropy of 7.99. 

Table 5. Entropy of images encrypted with SecCaos-Image 

Imagen SecCaos-Image Ref [18]  Ref [10]  Ref [9] 

Lena 7.99933 7.9971 7.9974 7.9997 

Barbara 7.99954 7.9967 - - 

Jet 7.99926 7.9973 - 7.9980 

Peppers 7.99921 7.9975 7.9969 7.9971 

 

4.3. Correlation Analysis 

Table (6) shows the correlation results of the encrypted images in Figure (3), Figure(4), Figure 5), and Figure (6). In 

these cases, the correlation between the points is shown to be close to zero. 
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Table 6. Correlation of images encrypted with SecCaos-Image 

Imagen SecCaos-Image Ref [18] Ref [10]  Ref [9]  

Lena -0.0004 0.0203 -0.0012 -0.0034 

Barbara 0.0091 -0.0138 - - 

Jet 0.0082 -0.0058 - 0.0084 

Peppers -0.0062 -0.0045 -0.0013 -0.0039 

 

4.4. Analysis of the goodness test (𝜒2) 

Table (7) presents the chi-square values for the encrypted images, all of which are acceptable and confirm the 

randomness. In the case of [9] the evaluation presented was carried out in a different way, so its values do not represent 

a value to compare in this case. 

 

Table 7. Chi-square analysis of images encrypted with SecCaos 

Imagen SecCaos-Image Ref [18]  Ref [10]  Ref [9]  

Lena 246.46 266.16 234.15 - 

Barbara 256.76 296.71 - - 

Jet 266.4 246.66 - - 

Peppers 285.4 230.5 236.10  

 

5. Conclusions 

SecCaos-Image is a symmetric image encryption algorithm, which bases its strength on its key schedule, which were 

posed under the set of differential equations of E. Lorenz, the transcendental number 𝑒 and random points of the elliptic 

curve, which can even be chosen by some other method to give an answer; there were 2512 keys of object length. On the 

other hand, a method described and used in other investigations was applied to develop a different S-box for each 

execution, as well as a variable permutation. It was possible to confirm a robust application and algorithm that can resist 

brute force and differential attacks, since it has a very high computational cost derived from the set of keys, the S-box, 

the variable permutation and the number of rounds. The results of the tests were acceptable and in most cases, some 

attributes of this development are superior to those compared. The development worked for images in BMP format, and 

at the moment it is not compatible with any type of data compression. Finally, the application was developed in Java 8 

with FX interface, with an image processing time of less than 0.4s for each reading, display and encryption-decryption 

of each figure. 
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