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Server Intrusion Protection

System

Abstract— The dramatic growth of usage of HTTP, FTP, SSH, SFTP, email, online data
banks, online data storage, online gaming then on leads us to higher usage of network
terminal IPV4 and IPV6 which needs certain protocols of configuration without which the
system won’t run and obtain hacked. Those protocols or measures are named as Server
security system or in non-technical manner Anti Hacking Tricks. These protocols are basic
requirement of every and each system or server where data is stored or getting accessed by
public through there user details. because the network protocols are becoming advanced
by new cyber security flaws, security system is getting advanced by an equivalent amount.
during this paper we are getting to see the methodologies used for securing the server from
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I. INTRODUCTION

Servers are powerful computers that provide one or more
services (such as email, web, or file servers) to users on a
specific network. Cybercriminals frequently target servers
due to the character of sensitive data they often hold. what's
server security: Server security focuses on the protection of
knowledge and resources persisted the servers. It comprises
tools and techniques that help prevent intrusions, hacking,
and other malicious actions. Server security measures vary
and are typically implemented in layers. They cover:
a. The bottom operating system-focusing on the safety of

critical components and services.
b. Hosted applications-controlling the content and services

hosted on the server.

c. Network security-protecting against online exploits,

viruses, and attacks.
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unauthorized access by third party and destroying our data.

Keywords— Server, Server Security System, Anti Hacking Tricks, Security protocols, Htaccess.

d. In-secure servers are significant business risk and may
cause many networks security issues.

Securing large, complex servers can require specialist
skills. However, any business employing a server should
remember of the risks and - at the very least - use basic cyber
security measures. Good management practice can assist to
improve business's server and network security.

A Dashboard

Figure 1: Security system dashboard

Il. SERVER PROTECTION

An example of one server is considered that contains a
corporation website and another example of a server that
contains a hosting application. Now single server that
contains our company website are often secured in multiple
factors like IP blocker, non-authorized backend access,
server

spam protection, monitoring. But a hosting
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application would require a particular number of
technological methodologies which can be wont to secure
network protocol ipv4 and IPv6 and ssh access for
unauthorized access. Now as per the need of the system, the
different sorts of security protocols are used which can help
to reinforce the firewall system which can be safeguarding
the information stored in our server.

There are multiple factors and multiple technological
improvements which may be used for safeguarding.
1. SQL injection method
2. IP address header insertion method
3. Bad bots blocking system
4. TCP/UDP networking system
5. Proxy connection checking system
6. Spam blocking system

7. Brute force blocking system then on.

Figure 2: SQL Injection board

A. SQL injection method

SQL injection may be a web security vulnerability that
permits a hacker or attacker to interfere with the queries that
an application makes to its database. It normally allows the
hacker to try to crud operations on to the server without the
knowledge of the network administration team. because the
attacker gains access off the server they will terminate,
change, modify, and delete the info belonging to other users
and also as the other data which is employed by the
appliance to run flawlessly. In some situations, an attacker
or hacker escalates an SQL injection attack to compromise
the underlying server's other backend infrastructure or
perform a network D-DOS attack [1].
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B. IP address header insertion method

Now as all you recognize everyone who is connected to the
web features a certain address by which he or she will get
connected to the WWW network. But some people can mask
the header to realize access to our network security and do a
spread of service stoppage works for the clients which

you've got [2].

. .

i <> Protection Module

Prawy - Pratection Modhule

Figure 3: Bad Bots Board

C. Bad bots blocking system

Bad bots are bots that perform malicious acts, steal data,
or damage sites or networks through such things as
distributed denial of service (DDoS) attacks, which suggests

simply flooding the location with much more data requests

than it can handle. Bad bots are mostly organized in botnets
[3.4].

i <> Protection Module

Figure 4: TCP/UDP Flooding System

D. TCP/UDP Network Flooding System

“UDP flood” may be a sort of Denial of Service (DoS)
attack during which the attacker overwhelms random ports
on the targeted host with IP packets containing UDP
datagrams.

The receiving host checks for applications related to

these datagrams and finding none sends back a “Destination
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Unreachable” packet. As more and more UDP packets are
received and answered, the system becomes overwhelmed
and unresponsive to other clients [5].

In the framework of a UDP flood attack, the attacker can
also spoof the IP address of the packets, both to form sure
that the return ICMP packets don’t reach their host and to

anonymize the attack. Several commercially available

software packages are often wont to perform a UDP flood
attack (e.g., UDP Unicorn).

Figure 5: Proxy Connection Checking System
E. Proxy Connection Checking System

Proxy hacking, also referred to as proxy hijacking, is an
attack technique designed to supplant an authentic website
during a search engine's index and search results pages. An
attacker may use proxy hacking to realize a plus over a
competitor or, ultimately, to redirect users requesting the
targeted page to a malicious or fraudulent website.

The attacker creates a replica of the targeted website on
a proxy server and uses methods like keyword stuffing and
linking to the copied page from external sites to artificially
raise its program ranking. The authentic page will rank lower
and should be seen as duplicated content, during which case

an enquiry engine may remove it from its index [8].
F. Spam Blocking System

An E-mail has spawned one among the foremost
significant sorts of cybercrime spam, or unsolicited
advertisements for products and services, which experts
estimate to comprise roughly 50 percent of the e-mail
circulating on the web. Spam may be a crime against all
users of the web since it wastes both the storage and network

capacities of ISPs, also as often simply being offensive. Yet,
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despite various attempts to legislate it out of existence, it
remains unclear how spam is often eliminated without
violating the liberty of speech during a liberal democratic
polity. Unlike spam, which features a postage cost related to
it, spam is almost free for perpetrators—it typically costs an
equivalent to send 10 messages because it does to send 10
million [6].
o .

i <> Pratection Module

Spam - rotection padte

D

Figure 6: Spam Blocking Board

G. Brute Force Blocking System

A brute force attack uses trial-and-error to guess login
info, encryption keys, or find a hidden website. Hackers run
through all possible combinations hoping to guess correctly.
These attacks are done by ‘brute force’ meaning they use
excessive forceful attempts to undertake and ‘force’ their
way into your private account(s). this is often an old attack
method, but it's still effective and fashionable hackers.
Because counting on the length and complexity of the
password, cracking it can take anywhere from a couple of

seconds to several years [7].

Figure 7: Brute Force Board

I11. CONCLUSION

It is observed that the necessity for cybersecurity is

getting increase day by day because the attackers are
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becoming advanced in algorithms breaking protocol. And

same the usage of the safety system should be enhanced

likewise. At the Enterprise level, we will sterilize the output

with Machine Learning and Al and gain high-level security

which can used this technology for the protection of multiple

servers and data-related hard drives.
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